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	Purpose
	To ensure our processes meet the principles of the Privacy Act. 

	Scope
	The Privacy Act applies to any person, organisation, or business that collects and holds personal information about other people.
Current and past workers of our organisation. Within the context of this policy/procedure workers are: employees, volunteers, people on unpaid work experience, an internship, work trial, and contractors.

	Out of scope
	Privacy of tāngata whaiora/tāngata whaikaha information and records are described in a separate policy/procedure: ‘Managing Health Records and Information’.

	Policy
	We comply with privacy legislation and the requirements of Ngā paerewa. 
Our Privacy Officer will manage and monitor all privacy related issues. 
The Privacy Officer has completed the Privacy Commissions ‘Employment and Privacy” e-learning module.

	NEW
	‘Under Information Privacy Principle 3 (IPP3), agencies (businesses or organisations) must already inform people when they collect their personal information from them. Under IPP3A, if an agency collects a person’s personal information from someone other than the person themselves (i.e. indirectly), then that agency is required to tell the person, unless an exception applies.
On the 1st of May 2026 IPP3A will come into force and all organisations will need to have their systems in place to comply with the new requirements by then.’ (Privacy Commissioner)

	References
	Cyber security awareness
Cyber Security Issues for Organisations - Own Your Online
Guidance topics
NEW: IPP3A: notification requirements for indirect collection of personal information
Privacy and CCTV
Privacy Breaches
Protect your organisation against ransomware 
Privacy Act 2020
Privacy Commission: Your privacy responsibilities
Privacy tools for agencies

	Principle 1   - Purpose for collection


	Policy and Purpose
	We only collect workers private information where it is necessary for a lawful purpose connected with the functions and activities of the worker and our organisation.

	Ethnicity
	We collect ethnicity data of our workers in order to:
· identify demographics; 
· measure the ethnicity match of workers and the people we provide a service to;
· identify trends so we can respond to them in a timely manner.

	Keeping information
	We only keep up to date information that is relevant to the workers’ employment and role. And records we are legally obliged to maintain:
· recruitment records
· employment agreement or contract
· position description
· qualifications
· annual practicing certificate (where this applies)
· ongoing training and personal development records and training plans
· performance discussions/reviews
· two-yearly police vetting and any other required vetting processes
· performance management records
· minutes of catch-up meetings
· records as noted in the ‘Employment Right’s’ policy and procedures
· emergency contacts
· Kiwi-saver and IRD information
· leave records
· copy of driving licence (where this applies). 
· supervision contracts 

	Principle 2   - Source of information - collection from the individual


	Policy
	We collect information directly from the worker. 

	Purpose
	The best source of information is usually the person themselves. We collect information from the worker so they know what information we have about them and they have some control over their information.

	Exceptions
	If it is not possible to collect information directly from the person concerned we can collect it from other people or organisation in certain situations. For instance:
· if the worker authorises collection from someone else;
· if the information is collected from a publicly available source;
· if collecting information from the worker directly is not really practicable or would undermine the purpose of collection;
· in certain circumstances we might collect information from other sources for law enforcement or court proceedings;
· to prevent or lessen a serious threat to the life or health of the worker or any other individual;
· will not be used in a form in which the individual concerned is identified.
Our Privacy Officer will decide whether an exception is valid.
	
	


· 

	Principle 3   - What to tell the individual about collecting


	Policy
	We are transparent about why we collect workers’ personal information and what we do with it.

	Purpose
	This principle is about helping workers understand the reasons why we are collecting their information.

	Process
	We take reasonable steps to make sure that the worker knows:
· why it’s being collected;
· who will receive it;
· whether giving it is compulsory or voluntary;
· what will happen if the information isn’t provided.

	NEW: Information Privacy Principle 3A - Notification requirements for indirect collection of personal information

	Definition:
Indirect collection 
	· Personal information we collect about workers not from them directly but from someone else, for example: 
· another individual such as a colleague or former employer/workplace;
· indirect collection can be face to face, by email, phone, on-line or publicly available (for example news, social media, broadcast).

	Requirements
	· The IPP 3A applies to all privacy principles and the health information privacy code.
· IPP 3A has to be implemented from the 1st of May 2026.
· We take reasonable steps to tell workers, that we have collected their personal information indirectly, including from whom and why. We inform our notification by considering:
· the sensitive nature of the information;
· possible negative impact on the worker;
· the specific needs of the worker.
· We maintain a record including details of the:
· source of the information,
· reason why we have this information.  
· We confirm with the worker - in writing - of the source of information and the reason why we have obtained the information about them.

	Exceptions to notification requirements
	· The same exceptions that exist under Principle 3 still apply, but IPP 3A introduces additional exceptions.  

	What are the exceptions?

	Guidance or example


	The worker has already been made aware of the information exchange.

	· We know (evidence required) that the organisation/person we collected the information from has already notified the worker about having the information given to us.
· We have previously collected this information from the same organisation/person and notified the worker already, and the purpose of collection has not changed. We need to have evidence of this.

	The personal information is already publicly available.

	· We are collecting personal information from a publication such as a book, newspaper, public register, website or public social media page.
Exception would not apply:
· If we are collecting personal information from social media that requires us to have additional permission to view (such as being a friend or follower of a private social media account).
Note: We cannot request to have access to a worker’s private social media account.

	It would not prejudice the interests of the individual concerned.
	· We are collecting emergency contact information from workers and can reasonably presume that the worker has an existing relationship with their emergency contact and has made them aware that they are their emergency contact.

	Telling the individual would prejudice the purposes of the collection.
	· We are collecting personal information for a fraud investigation and notifying the worker would undermine our investigation.
Exception would not apply:
· It is less practical for us to notify the worker concerned, so you we don’t want to.
· We are e worried about losing or upsetting the worker, so we don’t want to notify them.

	It would cause a serious threat to public health or safety, or to the health and safety of another individual.
	· We are informed by an organisation/person about a worker who has a contagious disease. We take immediate action to contain the spread of the disease, and determine that any delay caused by notifying the worker would cause a serious threat to public health or safety.
Exception would not apply:
· If the information from another agency about the worker with a contagious disease does not require immediate action. We have assessed three factors (likelihood, severity, and time) and determined that any delay caused by notifying the worker concerned would not cause a serious threat to public health or safety.
Note: These examples are based on the example from the Amendment Act itself, however it may be more appropriate to delay notifying the worker rather than using this exception to not notify at all.

	The information won’t be used in a way that identifies the worker
	· We have removed any personal information that may identify the worker(s) before using it.
Exception would not apply:
· We have removed the name from the worker(s) information, but they can still be identified in other ways.

	The information will be used for research and statistics, and publishing this will not identify the individual concerned.
	· The personal information is used as part of a research study and only aggregated information that doesn’t identify anyone will be published.
Exception would not apply:
· The audience of the publication may have additional knowledge to help them identify an individual in the research.
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	Principle 4   - Manner of collection


	Policy
	We are considerate when we are getting workers’ private information.

	Purpose
	We collect information in a manner that is lawful and seen as fair and reasonable in the circumstances and not intrusive. 

	What is fair
	For example:
· threatening,
· coercive, or 
· misleading behaviour
 is likely to be considered unfair.

	What is reasonable
	What is reasonable depends on the circumstances, such as the:
· purpose for collection;
· the degree to which the collection intrudes on privacy;
· the time and place of collection.
Ensure information is collected in a private space where others cannot hear or see you and the person you obtain information from.

	NOTE!!!
	Take extra care when obtaining information from children and young people.

	CCTV 
	· We complete a CCTV privacy impact assessment to ensure compliance with the Privacy Act.
· We do not record audio if visuals are sufficient.
· The camera does not move if a fixed view of a specific area is sufficient.
· Our camera(s) can be accessed by Click or tap here to enter text.
· The videos can be accessed by Click or tap here to enter text.
· We store the video’s securely at Click or tap here to enter text.
· We keep the videos for Click or tap here to enter text.
· Privacy Principle 6 applies to CCTV information. We implement the Privacy Commissioner’s guidelines for requests to access CCTV footage.

	Location where we use CCTV
	Purpose to use CCTV
	Means of informing CCTV use
	How we use the information

	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Use of speakerphone
	· We seek permission from the person before we put a speakerphone and/or audio recording on and let them know who else can hear the information.
· We ensure only Click or tap here to enter text.can access, see or hear the information.

	Drugtesting
	Drug testing involves the collection, storage and use of information about workers. Therefore, we need to consider the Privacy Act (there may also be issues in terms of employment law or the Bill of Rights Act).
· We only drug test workers if a situation occurred that justifies such an action (testing for cause).  
· Before we test for drugs we:
· consider carefully whether there is, in fact, a drug issue;
· assess the nature and extent of the problem;
· be certain that the drug taking could impair a worker’s ability to work and that they are a safety risk to themselves and/or others; and
· consider whether drug testing is the most effective way of dealing with a suspected drug problem. There could be a less intrusive alternative that may be just as or more effective, such as supervision, a drug education programme or confidential counselling service.
· Once we decide to undertake drug testing we make the worker(s) aware of:
· the purpose of the drug testing;
· how often it will happen;
·  the consequences of refusing to undergo testing;
· who will see the test results (and any information associated with the test);
· what will happen with the information – where the information will be stored and for how long, and if it will be eventually destroyed; and
· what will happen if the drug test is positive.

	Principle 5   - Storage and security of information


	Policy
	We take care of the information once we have got it.
Taking private human resource information out of the offices requires permission from our Privacy Officer.

	Purpose
	We ensure that the information is protected, by security safeguards against:
· loss
· access
· use
· modification
· disclosure 
· misuse

	Types of information storage
	Electronic: USB and any other storage device, laptops, desktop, phones, cloud and other external storage, camera and any portable storage device. 
Physical: Paper records, white boards, visible computer screens, filing cabinets and filing rooms.

	Electronic devices

	Secure from loss
	Example options:
· do not take devises out of the office;
· do not give it to any other person;
· do not leave devises unattended – in cars, at public places, at home;
· lock the devises up when leaving the workplace;
· activate the devise tracker.

	Secure from access
	Our systems:
· encrypt the information/password;
· require a two-factor authentication;
· require each employee having authorised access to workers’ personal information has an unique password that is changed frequently;
· restrict access. 
Employees having authorised access to workers’ personal information:
· do not share their password with anyone;
· do not enter their password if someone can observe it;
· do not leave their devises unattended;
· activate a screen saver.
Management:
· Conduct random audit of employees browsing behaviour. 

	Secure from unauthorised use
	· Delete information on the devise if no longer needed.
· Encrypt the information.
· Avoid sending emails with workers private information in a group email.
· Put measures in place to secure the devise from loss and access as identified previously.

	Misuse
	· Never use the information obtained for other reasons than the required workers’ information.
· It is illegal to access information about workers because of knowing them (for example a family member, former partner, neighbour, colleague, prominent person).
· Our organisation has systems in place to protect the records of workers who are publicly known or known to employees who have access to workers’ records. We do this by Click here to enter text. 

	Cyber security

	We implement the following controls:
1. Restrict user installation of applications – white-listing.
2. Our operating system is patched with current updates including security updates.
3. Our software applications have current updates.
4. We restrict administrative privileges to: Click here to enter text.
5. The use of free Wi-Fi on work computers (for example in hotels, motels, airports, café’s) on devices that hold personal human resource information is not permitted.
6. Links or emails from unknown or suspicious sources are not opened.
7. Private email or private social media communication is not used on our organisation’s devices.
8. We verify our domain's trust controls: identity (SPF, DKIM, DMARC), transport security, and brand signals.

	Paper records

	Secure from loss, access and use
	· Do not take workers’ records out of the office if this is not essential.
· If records are taken out of the office:
· take only the part of the records necessary for the work to be done out of the office;
· ensure that the records are in a locked briefcase;
· ensure that the locked briefcase is in the boot of the car if using a car to transport the records;
· do not give records to another person not authorised to see or have them;
· do not leave records unattended – in cars, at public places, at home;
· lock the records up when leaving the premises;
· lock the records up when working from home when leaving the room.

	Principle 6   - Providing people access to their information 


	Policy
	· We usually provide workers (current and past) access to the information we have about them if they request to see it. 
· We usually provide job applicants with the information we have about them if they request to see it.
· All such requests are managed and processed by our Privacy Officer.
· We advise the worker that they can request the correction of the information we hold about them.

	Process
	· Confirm the identity of the person requesting the information.
· Check whether we have the information.
· Give it to the person as soon as possible or: 
· Within 20 working days from when the information was sought.
· If the request is transferred to another service or agency who is better placed to access the information our organisation has to do this within ten working days.
· Give it to the person for free. (Exceptions are identified on the Privacy Commission’s website.)
· It is a breach of the Privacy Act if we destroy the information in order to avoid providing it.
· We can refuse the request if the situations identified below apply. We need to inform the worker/job applicant  of the reason why we refused. 

	Reasons for refusing access to the information
	· Serious threat to life, health, or safety
· Protection of Victims
· Harassment
· Prejudice physical or mental health
· Evaluative material
· Security, defence
· International relations
· Information does not exist or cannot be found 
· Unwarranted disclosure of another person's affairs
· Prejudice the maintenance of the law
· Breach legal professional privilege
· Frivolous, vexatious or trivial
· Decision to neither confirm nor deny
· See also: When can I refuse access to personal information?

	Enforceable access directions
	The Privacy Commissioner will be able to direct us to provide individuals access to their personal information. This will allow faster resolution of complaints relating to information access under principle 6. Access directions will be enforceable in the Human Rights Review Tribunal. 

	Principle 7   - Correction of personal information


	Policy
	Our Privacy Officer responds to a worker’s request to correct information we hold about them.
We correct information that is not accurate, not up to date, not complete or misleading.

	Process
	· We respond to a corrections request as set out in Part 4, Subpart 2 of the Privacy Act 2020.
· If we disagree that the information needs correcting, we attach a statement of correction from the worker to the information concerned.
· We inform every other person we disclosed the incorrect information to with our or the workers correction statement (whatever applies). 

	Principle 8   - Ensure accuracy before using information 


	Policy
	We make sure the information we have is correct before we use it.

	Process
	· Before we use or disclose information, we need to check that the records/information we have are:
· accurate
· complete
· relevant
· up to date
· not misleading
· If the information is inconsistent, we have to follow-up until correct, reliable and evidenced information has been obtained.
· We correct misinformation consistent with rule 7.

	Principle 9   - Limits on retention of personal information


	Policy
	· We do not keep information longer than it is required for the purpose it may lawfully be used.
· Our Privacy Officer is familiar with laws that require retention of information/records for specified times. For example: Employment Relations Act 2000, the Tax Administration Act 1994, Public Records Act 2005 and the Health (Retention of Health Information) Regulations 1996.
· Our organisation can decide how long we retain workers’ records/information that are not specified by law. Refer to the table below.




	Retention of our workers’ records/information (this does not include the lawful retention requirements)


	Type of document
	Retention time
	Disposal

	Unsuccessful applicant’s job application, communication and selection process.
	When we appointed for the position.
	We offer to return the documents to the job applicant or destroy the record/information as identified below.

	Training  records
	7 Years
	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Means of disposal




                          
	· Once the obligatory retention period has passed, we dispose of the records/information securely:
· Paper records will be destroyed/disposed of by: 
· shredding or
· placed into the dedicated safe document bin that is managed by a secure destruction contractor. 
· Electronic records will be permanently deleted by Click or tap here to enter text.               

	Principle 10 - Use of personal information


	Policy
	The workers’ personal information that we obtained in connection with the purpose of managing our workforce cannot be used for any other purpose. 

	Exceptions
	We can use the information obtained for other purposes if we have reasonable grounds to do so. 
They are:
· The purpose for which we use the information is directly related to the purpose in connection with which the information was obtained.
· We use the information in a way that the individual concerned is not identified such as statistical purposes or research.
· The individual concerned has given us permission to use the information for another purpose than originally intended.
· We obtained the information from a publicly available publication and consider it fair and reasonable to use it.
· The information we have is used to:
· avoid prejudice to the maintenance of the law by any public sector agency; or
· enforce a law that imposes a pecuniary penalty; or  
· protect public revenue; or
· conduct proceedings before a court or tribunal
· The information we have is necessary to be shared to prevent or lessen a serious threat to public health
· or safety; or the life or health of the individual concerned or another individual.

	Principle 11 - Disclosing personal information


	Policy
	We only disclose workers’ information for the purpose for which we originally collected or obtained it unless one or more of the exceptions apply.

	Exceptions
	· Disclosure is one of the purposes for which we got the information.
· The worker authorised us to disclose.
· We use the information in a way that does not identify the worker.
· Disclosure is necessary to avoid endangering someone’s health or safety.
· Disclosure is necessary to uphold or enforce the law.
Guidance: Releasing personal information to Police and law enforcement agencies  
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	Principle 12 - Disclosure outside New Zealand


	Policy
	· We only disclose personal information to an organisation or person outside New Zealand after we check that the following applies to the overseas organisation:
· They are subject to the NZ Privacy Act because they do business in New Zealand.
· They adequately protect the information by using model contract clauses.
· They are subject to privacy laws that provide comparable safeguards to the NZ Privacy Act.
· If none of the above criteria apply we only can make a cross-border disclosure with the permission of the person concerned. In this case, we have to inform the person that their information might not be given the same protection as provided by the NZ Privacy Act.
· We apply the Decision tree to ensure our processes are in line with the NZ Privacy Act.

	Principle 13 - Unique identifiers


	Policy
	We do not assign unique identifiers to workers.  

	Unique identifiers definition
	Unique identifiers are individual numbers, references, or other forms of identification allocated to people by organisations as a way to uniquely identify the person to the organisation assigning the identifier.  Examples include driver’s licence numbers, passport numbers, IRD numbers, or National Health Index (NHI) numbers. 
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